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Executive Summary

This report explores how artificial intelligence (Al) relates to the spread of controversial, often
false information, or what this report calls: contested information flows (CIF). To explore this
issue, the report examines how people in Taiwan tackle such information, how they make
sense of the problem, and how they interpret the relevance of Al in that context. The study is
based on interviews with professionals who work in Taiwan’s fact-checking sector, its analyt-
ical institutions, its organisations that promote digital and Al literacy, as well as its policy-
making and administrative institutions. This cross-section of stakeholders offers im-
portant insights for anyone concerned with questionable information and its strategic use (or:
abuse), regardless of where in the world such practices occur. Taiwan’s unique geopolitical
situation makes it an epicentre for disinformation and foreign influence campaigns, but the
long-standing experiences that its civil society and government actors have with CIF translate

to other societies as well.

This report finds that Taiwan’s democratic society is struggling with underlying prob-
lems that make it vulnerable to CIF. Most prominently, these involve two issues: The first is
a high degree of polarization, especially around sensitive topics like socio-economic woes
and the values that Taiwanese society had to secure at great cost during its martial-law period,
e.g. privacy and freedom of speech. Cross-straits relations with the People’s Republic of China
(PRC) are particularly prone to highly emotional partisan views, which can lead to hyperbole
and grandstanding on both sides of the proverbial political aisle, often undercutting the ability
of elites to take sensible action. The second challenge stems from the widespread adoption of
corporate social media, which feeds off viral content and highly charged emotions, especially
anxiety, fear, and anger. The combination of these two dynamics creates the conditions for
malicious actors to manipulate the public for political or commercial ends. The risk that for-
eign actors might intervene in Taiwan, for instance during elections or crisis moments, is
keenly felt across society. Al aggravates these concerns by radically increasing the scope
of potential surveillance and analysis, offering the ability to generate fake media content
quickly and at low cost, and reproducing or creating social biases through deceptive chatbots.
While Al is not yet a major factor in Taiwan’s CIF environment, as low-tech forms of manip-
ulation and influence remain effective, the potential for supercharged CIF should not be un-

derestimated.



In the face of these challenges, Taiwan has developed a “whole-of-society” approach to counter

CIF at various levels. Despite its flaws, this pragmatic approach should inspire confidence in

the general ability of democratic societies to create resilience against manipulative uses of in-

formation. Five concluding lessons stand out:

1.

Inequality breeds discontent: CIF thrives on dissatisfaction. To extinguish digital
wildfires, the priority must be to alleviate socio-economic problems and assure fair-
ness and equity in societies, as disinformation challenges cannot be resolved without

addressing the divisive issues that fuel them.

A robust legal framework is essential, but overreach is a risk: Governance must bal-
ance effective regulation against the risks of government overreach on free speech and
privacy. Transparency and public oversight are crucial to prevent the abuse of legal

frameworks for censorship and political prosecution.

Support civil society: A lively, independent network of actors (fact-checkers, debunk-
ers, and educators) is ideally suited to act as a CIF watchdog. However, these ac-
tors are vulnerable to allegations of being partial, especially when limited re-
sources risk tying them tothe interests of specific funders. Civil society ac-
tors need appropriate public recognition and broad financial support to maintain in-
dependence against vulnerabilities caused by fluctuating private grants and foreign

aid.

Use tech, but not at the expense of interpersonal solutions: While ICT and Al
can benefit all aspects of dealing with CIF, tech solutions never exist in isolation. Face-
to-face efforts with communities, through outreach and workshops, are essential for
teaching skills, making people aware of digital risks, and building a foundation of

trust, empathy, and understanding.

Don’t panic: The language of ‘warfare’ (e.g., ‘battlefields” and ‘frontlines’) amplifies
anxiety and polarisation, ultimately benefitting malicious actors. It is crucial to coun-
ter anxieties with levity and humour, placing debate on a pragmatic footing, and mov-
ing away from finger-pointing that risks giving more power to bad-faith actors than
they deserve. For democratic societies, an important antidote to malicious CIF is, per-

haps counter-intuitively, to stay calm and carry on.
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Introduction: Struggles over Truth in Digital Societies

In 2018, Typhoon Jebi hits the Kansai region in Japan. The subsequent flooding strands thou-
sands at Kansai International Airport (KIA), including several Taiwanese travellers. On social
media, questionable information about the disaster makes the rounds. One particularly viral
allegation: Taipei’s head diplomat in Osaka, Su Chii-cherng, is supposedly not helping his
stranded compatriots. The vitriol about Su’s alleged incompetence grows exponentially, cul-
minating inreports that the General Consulate of the People’s Republic of China
(PRC) had succeeded where the Taipei representation had failed: to rescue the beleaguered
Taiwanese. On 15 September, Su hangs himself in his home. In his suicide note, he explains
how the news stories had pushed him over the brink. Only later does the Japanese govern-
ment establish that those stories had been fabricated. *

ICT have failed to deliver In late 2023, Taiwanese social media is ablaze
on their democratic prom-

ise; now, hyper-acceler-
ated manipulation cam- dian immigrants. False information had spread

with concerns over the safety of Taiwanese

women. The alleged cause of the problem: In-

pa igns and Al on social media that the Taiwanese government
slop threaten to erode our was allowing 100,000 Indian men to enter the is-
social foundations. land. The pro-China news outlet China
Times picked up the story. Further stereotyping

and racist remarks followed online, claiming that Indian immigrants were turning Taiwan
into a ‘sexual-assault island’. The authorities responded by pointing out that the
false online statements were “strikingly similar in phrasing, suggesting automized use of fake
accounts or paid commenters’. The timing was also suspicious: the xenophobic speculations
came only two months before Taiwan’s 2024 general election, raising concerns about foreign

information manipulation. 2

We live in ‘computational knowledge societies” (Berry 2011, 176), which offer access to abun-
dant, networked streams of information. And yet, our societies struggle to deliver on earlier
promises of improved participation and democratic decision-making (see Shirky 2008). Real-

ity has confounded the hope that advanced information and communication technologies

1 For news reports and analyses of this case, see e.g. Huang (2018), Lin (2018), and Becerra (2022).

2 The case was reported by Thomson (2023) and Feng (2024); for a commentary, see Pathak (2023).
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(ICT) would create a “see-for-yourself’ culture (Benkler 2006, 218), in which citizens can relia-
bly assess political claims and act accordingly. Instead, ICT have aggravated, accelerated, and
obscured the challenges that democratic societies face today. They regularly filter information
in ways that reduce serendipity (Pariser 2012), lead users into the walled gardens of social
media echo-chambers (Diaz Ruiz & Nilsson 2023, Terren & Borge 2021), amplify negative
emotions like anger and anxiety (Doroshenko & Tu 2023, Sampson et al. 2018), polarize polit-
ical attitudes (Qureshi & Bhatt 2024), and fuel populist scepticism of authoritative information

sources like mainstream news media or public authorities (Stromback et al. 2022).

One particular concern is the accelerated spread of controversial and contested information.
In what follows, I will refer to this phenomenon as controversial information flows (CIF). This
includes the unintentional sharing of false information,but it also incorporates the strategic
use of falsehoods and misleading facts, sometimes by individuals, sometimes by highly or-
ganised groups such as political and religious organisations, corporate actors, governments,

and militaries (see Info Box 1 and Figure 1).
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Info Box 1: Key terms on contested information

®  Cognitive warfare: ‘the activities conducted in synchronization with other instruments of power, to af-
fect attitudes and behaviours by influencing, protecting, and/or disrupting individual and group cogni-
tions to gain an advantage’.(NATO 2023)

®  Conspiracy Theory: an often convoluted explanation for a situation characterized by uncertainty, usually
invoking spiralling narratives about the secret machinations of powerful elites, imagined or real.
(adapted from Moore 2016)

®  Controversial Information Flows (CIF): the term this report uses to capture all forms of unverified infor-
mation, with a particular emphasis on information that spreads rapidly through advanced information
and communication networks. This includes falsehoods that people spread unwittingly (misinformation),
but also the strategic use of falsehoods and half-truths (disinformation), as well as the use of facts that
malicious actors take out of context (malinformation); actors can be individuals or groups with varying
degrees of strategic organisation, foreign or domestic.

® Discourse: the collection of knowledge, true or false, held by a society, and expressed through and
shaped by communication (both verbal and non-verbal).

® Disinformation: factually incorrect information that actors deploy strategically to achieve their objec-
tives.

®  Foreign Information and Manipulation Interference (FIMI): ‘a pattern of behaviour that threatens or
has the potential to negatively impact values, procedures and political processes. Such activity is manip-
ulative in character, conducted in an intentional and coordinated manner. Actors of such activity can be
state or non-state actors, including their proxies inside and outside of their own territory.” (EEAS 2025)

®  Malinformation: factually correct information that actors deploy in a manipulative way to achieve their
objectives.

®  Misinformation: information that may seem plausible but is factually incorrect.



Figure 1: Truths and Falsehoods

A Typology of Contested Information Flows
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Granted, concerns over the validity of information are not new to the much-evoked infor-
mation age (see Chirovici 2015 and Rid 2020). However, our hyper-networked societies have
introduced an unprecedented degree of uncertainty, leading to the sense that we now live in
an era of “post truth” in which false information and conspiracy theories run rampant(Mac-
Kenzie & Bhatt 2020, Rainie et al. 2017, Tandoc et al. 2018, and Waisbord 2018). As societies
around the world try to come to grips with CIF, bad-faith actors in business and politics are
cashing in on the confusion. 3 The stakes are high. The scope of such efforts creates an unreli-
able information environment, undermining the ability to create legitimate, meaningful polit-
ical discourse. As innovations in ICT supercharge the information flows of our societies, they
also threaten to spell a future of distrust and aggression, eroding the very foundations of par-

ticipatory politics.

3 The number of recent studies has mushroomed to an extent that makes it unwieldy to reference the field in its entirety. For
a collection of works, see the contributions in Arcos et al. (2023). Noteworthy stand-alone studies include, for the USA, All-
cott & Gentzkow (2017), Lazer et al. (2018), and Spohr (2017, 155-156); for the UK, see Bastos & Mercea (2019) and Spohr
(2017, 156-157); for continental Europe, see Fletcher et al. (2018) and Schifer & Schadauer (2019). Waisbord & Amado
(2017) have studied Latin American cases, and my own work has looked at East Asian examples (Schneider 2023).



Networked societies in Asia, long at the forefront of technological innovation, are well ac-
quainted with the risks. This is particularly the case in Taiwan. While Taiwan’s political sta-
tus may seem unique, its democratic politics, liberal media system, and wide-spread adoption
of social mediainvite comparisons with societies elsewhere (see Info Box 2). What is
more, and as the examples that opened this report illustrate, Taiwan is today an epicen-
tre of CIF, so much so that one former regulator I interviewed spoke of a “digital wildfire” (I13).
Indeed, dealing with CIF has become part of everyday life for most Taiwanese. Taiwan’'s pub-
lic spheres are today inundated with questionable information about anything from mun-
dane consumer topics and cultural preferences to less innocent issues affecting health and
safety (Lin & Wu 2019).Throughout, politics loom large: studies have repeat-
edly shown how information manipulation has impacted elections (Doublethink Lab 2024a,
2024b, Lau 2024, Wang 2020) or shaped important political debates, for instance on same-sex
marriage (Rich et al. 2018), on questions of how to handle foreign social media platforms (Al
Lab 2024), or on the relationship between Taiwan and foreign powers (Kuo & Wu 2022, Yu
2023).
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Info Box 2: Taiwan’s political and media system

The Republic of China (ROC) on Taiwan fuses elements of presidential and parliamentary democracy with tradi-
tional Chinese principles of governance. The result is a semi-presidential system that has both a prime minister
and a president, and that distinguishes five (rather than the traditional three) branches of state. Much like in the
US system, the political landscape is shaped by two major parties. In Taiwan, these are the liberal Democratic
Progressive Party (DPP, green) and the conservative Nationalist Party, or Kuomintang (KMT, blue). In addition to
these large parties, Taiwan has a fluctuating number of smaller parties that often ally with one of the two large
players to form, respectively, the green and blue ‘camps’, although Taiwan’s relatively young political history has

also known unaligned actors. In general, however, politics tend to be highly polarised between the two camps.

News media in Taiwan mirror this divide. For historical reasons, the largest broadcasters and newspaper outlets
are either aligned with KMT or DPP interests, leading to a public sphere dominated by ‘green’ and ‘blue’ media
and their respective biases. Reporting is lively, though arguably also often sensationalist, especially where corpo-
rate for-profit rationales inform media production. Public debate about media in Taiwan often revolves around
the question of how much influence media owners hold, as well as the political interests that they might try to

promote.

Parallel to the legacy media, Taiwan has a vibrant social media sphere. That sphere has traditionally been domi-
nated by Facebook and the chat-app LINE, but other services like WhatsApp, Twitter/X, and Instagram are also
popular. More recently, Chinese apps have been on the rise, especially TikTok/Douyin and RedNote (Xiaohongshu).
Across all of these platforms, influencers engage in social and political debates, often using hyperbole and clickbait

to gain traction within this attention economy.

For an introduction to Taiwan’s politics, see Fell (2012) and Riggers (2014) For discussions of Taiwan’s media and

its complicated relation with Taiwanese identity issues, see Hsu (2014, ch.3).

Stakeholders on both sides of the proverbial parliamentary aisle are eminently aware of the
risks to democratic politics (see my own previous research in Schneider 2019). Concerns over
information ‘warfare” are widespread (Lin & Wu 2019) among officials, non-governmental or-
ganizations, journalists, analysts, and activists. And while these concerns have been a feature
of Taiwanese politics for many years, they take on a novel dimension as new ICT reshape how
political communication works. Reflecting risks and anxieties elsewhere, Taiwan’s public
spheres now contend with the power of hyper-accelerated manipulation campaigns
that use machine learning and automated decision-making systems, in short: artificial intelli-
gence (Al see Info Box 3). Indeed, as Taiwan’s Doublethink Lab (2024a) found, in a study
of the 2024 elections in Taiwan, ‘video content produced by Al and deepfakes have become

more popular during this election, including virtual anchors with Al-generated narrations to
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read scripts, or clip collections with Al-generated dubbing’.# These advances in generative
technologies lower the barriers of entry to media content creation, speed up the production
process of such content, and increase the risk that the resulting Al slop” will overwhelm lib-

eral media ecologies.>

Info Box 3: Key ICT terms

®  Al: machine-learning systems designed to solve a particular problem, usually by emulating human expe-
rience computationally; goals of such systems can include any or a combination of the following: 1) or-
ganizing social life more fairly (ethics), 2) increasing the efficiency of social processes (governance), 3)
making profits (commerce), 4) understanding a specific aspect of human life (analytics), 5) learning about
the human condition (philosophy), 6) facilitating human information retrieval and sharing (communica-

tion).

®  GenAl: ‘the class of Al models that emulate the structure and characteristics of input data in order to
generate derived synthetic content. This can include images, videos, audio, text, and other digital con-
tent.” (The White House 2023)

® Technological affordance: the aspects of a technology’s design that encourage certain uses rather than
others. (adapted from Hutchby 2001)

As disconcerting as these new challenges may be, Taiwan'’s civil society has a strong tradition
of developing digital and interpersonal approaches for addressing them, and for strengthen-
ing the resilience of democratic participation (Ai 2019, Ho 2020, Lee 2020, Thornton 2025). In
the past, this has included highly innovative, tailormade counter strategies that try to generate
empathy using self-deprecating humour and memes (Schneider 2019). As the risks of infor-
mation manipulation and uncertainty change in the face of new Al technologies, and as those

risks grow worldwide, democratic societies can learn much from the Taiwanese experience.

4 In the original: ‘A VIS AR AT BIVR A RVEIISE N 5154 S, BUHEIE it - HR L I Al
Jk/v’_‘/*\ui—ljhulr e i BCE RN AL A JkHJnHWdu [ JEE Al
f/\ﬁ*]HJ S, R AR AR R IR T BRI, SR RS N 2R AT & B A B il 45 % . All translations in

this report are my own.

5 For a tongue-in-cheek but nevertheless harrowing deep-dive into Al slop, I can recommend John Oliver’s report, in which
he presciently sums up the problem: ‘Al Slop can be somewhat lucrative for its creators, massively lucrative for the plat-
forms that use it to drive engagement, and worryingly corrosive to the general concept of objective reality” (Last Week To-
night 2025, 25:39).
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In short, this report examines how Al is changing the nature of CIF in Taiwan. It analyses how
stakeholders deal with digital struggles over political truths, and what those struggles reveal
about best-practice strategies for immunizing democratic societies against Al-accelerated in-
formation risks (see Info Box 4). In what follows, I first present the challenges that stakehold-
ers identified in our conversations about CIF (Chapter 2). The subsequent discussion (Chap-
ter 3) explores counterstrategies, specifically regulatory and socio-technological efforts. The

report concludes with key lessons (Chapter 4).

Info Box 4: A Note on Methodology

While this study is informed by an extensive literature review and dozens of informal conversations with Taiwanese
citizens from all walks of life, the core of the analysis relies on qualitative stakeholder interviews, conducted in the
spring of 2025. In the interest of safety and fairness, | have anonymized all participants and refer to them only by
shorthand (i.e. interviewee 1 is 101, etc). This setup follows the ethics and data management guidelines of Leiden

University and has been approved by the university’s ethics and data authorities.

The interviews involved a total of 16 practitioners and experts on the struggle with CIF in Taiwan. The interviewees
included civil society actors, specifically in the realms of fact-checking, literacy training, and civic tech design, as
well aspolicymakers, government administrators, and analysts. Some interviewees wore several proverbial ‘hats’,
for instance academics who had also served in government, or activists who volunteered for civic organisations
while working in business or tech. The people | spoke to also had diverse political allegiances across Taiwan’s
‘green/blue’ party spectrum, as well as a mix of gender and age backgrounds. Together, these interviews offer a

cross-section of experiences from Taiwan’s information society.

The interviews were semi-structured and open-ended. They were conducted in either English or Mandarin, lasted
between one and two hours, and were recorded with the interviewees’ permission for later analysis. To confirm

the accuracy of the interviews, the relevant research notes were later shared with the respective interviewees.

The interviews were meant to establish and verify important facts about CIF in Taiwan, but they also served as a
window onto the discourses that shape discussions about CIF and Al. In discourse theory, the issue at stake is how
people talk about certain issues. The idea is that such talk reveals underlying structures of reasoning. As humans,
we reason our way through our world, and to do this we draw from the available ideas, concepts, relations, and
explanations that are available to us culturally. Much of this happens unconsciously, but it still affects what hap-
pens next: how we interpret our problems, what decisions we make, how we intervene in our societies. Taking a
discourse approach to the topic of CIF and Al in Taiwan meant exploring the rationales from which stakeholders
drew to make sense of this topic, and to extrapolate from this the potential consequences of these ways of under-
standing. As we will see, there is much to be learned from the way people in Taiwan reason about this profoundly

important topic.
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1. Taiwan’s Digital Wildfires

How do relevant stakeholders in Taiwan conceptualize the vulnerabilities of their society?
This section analyses the risks that they discussed, and how they situated those risks within
geopolitical concerns, specifically the issue of foreign information and manipulation interfer-
ence (FIMI). It also explores what relevance stakeholders attributed to the boons and banes of

machine learning.

1.1.Common Vulnerabilities

A central question I put to stakeholders in Taiwan was how they diagnosed the problem of
contested information. Did they recognize patterns? What did they see as underlying causes
of the problem? Acknowledging the complexity of the issue, the respondents stressed the need
for nuance. They repeatedly pointed out how the problem connects in murky but important
ways with wider societal challenges. It is not a stand-alone issue. A recurring theme across
the interviews was that the “digital wildfires” of false or manipulative information find fertile
kindling in two wider concerns that should be recognizable to readers elsewhere as well: po-

larisation and the widespread use of corporate social media.

1.1.1. Popular and elite polarisation

With its two large political camps, and with media organisations that reproduce a sense of
diametrically opposed interests between these camps, polarisation has been a long-standing
issue in Taiwanese politics. When it came to CIF, my interviewees consistently pointed to this
issue as an aggravating factor. One fact-checker even described it as Taiwan’s greatest vulner-
ability (I01), pointing to deep-seated but often misleading prejudices between the political
camps, especially with regards to their views on the PRC. The interviewee argued that, when
surveyed, most DPP supporters vastly overestimated how strongly supporters of the oppos-
ing KMT were in favour of unification. Similarly, KMT supporters overestimated how
strongly voters in the green camp supported independence. In reality, so the interviewee ar-
gued, most people in Taiwan supported the status quo, ¢ even if this was not always clear to

voters.

6 Taiwanese identity and political allegiance are subjects of extensive survey research. For examples, see Qi & Lin (2021)
and Yang et al. (2021). Huang & Kuo (2022), Hsiao & Yu (2020), and Wang (2019) have specifically analysed polarisation
in Taiwan, and for a survey of how polarisation and perceptions of disinformation relate, see Hsu (2024). While the research
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Interviewees widely shared the sense that polarisation was a fundamental risk factor (e.g. by
101, 102, 103, 104, 105, 106, 107, 108, 109, 110, I11, I12, and I15). One interviewee called polarisa-
tion ‘a huge issue’ (I07), explaining that it fed off of the increasing social cleavages in Tai-
wan and empowered antagonists to drive a wedge into Taiwanese society. Others similarly
stressed that “this kind of polarisation targets people who are suffering from lack of opportu-
nities, for example lack of education, higher salary expectations’ (I02). 7 As one ana-
lyst summed up the challenge: ‘I gotta be honest with you, I still feel the problem we need to

solve is polarisation and trust, and people being able to talk to each other’ (I12).

Polarisation among voters and the general
Digital wildfires are fuelled public was certainly a concern, but so
by elite and popular was elite polarisation, specifically the unwill-
. . ingness of politicians to compromise with
polarisation and the : 4 ;
their political rivals (I10). The leader-
emotional manipulation of ship echelons of Taiwan’s opposing parties
plqiform-d riven attention were particularly prone to hyperbole and

. grandstanding, which created a toxic environ-
economies.

ment for political deliberation,so the concern.
As one interviewee put it (I15): ‘Political polarisation has poisoned our society on almost
every issue, and on almost every public policy. It has gotten so far that, if the TPP [Taiwan
People’s Party] or KMT want to push for a certain policy, the DPP will say no, even if that’s a
long-time policy of their own. And if the DPP wants to push for some kind of policy, the KMT
will say no. It's not about principles. The only consistent principle is “I'm not going to buy

your argument or any of your proposals”.’

This polarisation has fuelled populist scepticism of the fact checkers themselves. Numerous
interviewees had stories to share of how fact-check organisations like the Tai-
wan FactCheck Centre, MyGoPen, or CoFacts, as well as the think tank Doublethink Lab, had

come under fire from highly partisan media users (for an overview of organisations,

suggests that extreme positions on relations with China are rare among citizens, key opinion leaders often exaggerate these
positions for political and commercial gain, painting a picture of Taiwan as a far more divided society than it is.

7 Crucial issues, especially among younger generations, are high housing prices, long working hours, and low salaries. These
problems have led to widespread frustration and a growing cleavage between those in low-paying service jobs and those who
benefit from Taiwan’s high-paying IT and semiconductor industries (see The Economist 2025 for a briefing about Taiwan’s
recent socio-economic strains). Generational and educational backgrounds further amplify socialisation into Taiwan’ major
political camps, contributing to us-vs-them thinking across ideological belief systems.
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see Info Box 5). This often included accusations that the fact-checkers and analysts were se-
cretly beholden to one of Taiwan’s political factions. Some of these organisations now re-
ceived almost daily aggressive messages disparaging their work and accusing them of bias
(I08). Interviewees explained that such accusations came from both pan-green and pan-blue
supporters, as well as the relatively young ‘white” camp of TPP supporters, depending on
whose position had most recently been debunked (102, 108). However, allegations about green
influences were particularly common. They generally took the form of online criticism and
toxic behaviour on social media, butin at least one case right-wing activists went as far
as to protest at the offices of a fact-checking organisation in the hopes of seeing the popu-
list politician Han Kuo-yu exonerated from accusations that he had been spreading false in-

formation (I10). 8

Info Box 5:Taiwan’s Fact-Checker Ecosystem

Taiwan is home to a lively civil society that has produced numerous organisations involved in countering CIF and
FIMI. For more information, see e.g. Wu et al. (2020, 78-82) and Dotson et al (2024, 9-13).

®  Cofacts: Fact-checking organisation (https://en.cofacts.tw/).

®  Doublethink Lab (DTL): Think tank studying authoritarian disinformation campaigns around the world, with a
specific focus on PRC FIMI (https://doublethinklab.org/).

®  FactLink: Fact-checking organisation focused on media and Al literacy (https://www.factlink.tw/).

®  Fake News Cleaners (&3 EiEE&2): Volunteer network focusing on digital media literacy (https://www.fake-
newscleaner.tw/).

® Institute for National Defense and Security Research (INDSR): Think tank under the Legislative Yuan, focused

on military affairs, including cyber-warfare (https://indsr.org.tw/en/index).

® Institute of Watch Internet Network (iWIN): Non-profit focusing on child and youth protection online
(https://i.win.org.tw/).

® MyGoPen: Fact-checking organisation (https://www.mygopen.com/) and member of the International Fact
Checking Network (IFCN).

®  Rum Toast Rumor & Truth (BZE 1 7] ): Fact-checking organisation (https://rumtoast.com/).

®  Taiwan FactCheck Center (TFC): Fact-checking organisation (https://en.tfc-taiwan.org.tw/) and member of the

International Fact Checking Network (IFCN).

® Taiwan Information Environment Research Center (IORG): Think tank studying the Chinese-language infor-

mation environment (https://iorg.tw/).

8 For a study of populism in Taiwan, and specifically of Han Kuo-yu, see Krumbein (2023).
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Interviewees frequently offered examples that illustrated how right-wing populism was par-
ticularly guilty of CIF; that said, they also echoed scholarly assessments that the issue was not
limited to any particular political worldview or creed.® One interviewee explicitly criticized
green politicians for leveraging disinformation to promote their agenda, while in the same
move delegitimating their critics as the supposed source of disinformation. This inter-
viewee particularly criticised the use of hyperbole to heighten anxieties and pre-empt any
meaningful political dialogue across party lines: “They [DPP politicians] are saying, “if we
can’t get rid of the blue and white parties in congress... as quickly as possible... then our kids
will become Xinjiang ren”. That’s the propaganda. Our kids will become Xinjiang ren and
there will be organ harvesting’ (I15).10 The interviewee went on to describe their own politi-
cal confrontations with specific DPP administrators: ‘I always ask: “why don’t you give me
the evidence”. But it's not about evidence. It's about propaganda.” Another critic of green pol-
itics (I16) was similarly concerned: “They [the DPP] treat digital power and the internet and
technology as a way to do communication, to broadcast their ideology (...) a not-so-good
word is propaganda - ideology broadcasting.” While acknowledging that populists associ-
ated with the pan-blue camp often spread lies, they continued to outline how that observation
had itself become political ammunition in the hands of the pan-green authorities: ‘the govern-
ment, they have the power to designate who is fraudulent. And according to their political
thinking... maybe alot of their supporters think the KMT party is a scam. The KMT is a
fraud. So some of [the KMT’s] local representatives, of the city council, their accounts have

been banned, their accounts are being pulled down.”

In general, then, Taiwan’s information environment is struggling with a potent combination
of uncertainty and deep-rooted antagonisms that create fertile ground for suspicion and anx-
iety, themselves sources of further unethical communication practices. The result is a vicious
cycle of, on the one hand, lies and obfuscations, and, on the other hand, the dismissal of any
truth claims as lies and obfuscations. This leads to a cascading series of problems, in which

CIF 1) reinforce entrenched positions (regardless of their truthfulness); 2) empower political

9 See, for instance, Chang et al. (2021).

10 Xinjiang ren translates to ‘people in Xinjiang’, a reference primarily to the various Muslim ethnic groups that live in the
PRC’s western autonomous region of the same name. The present report is not a study of PRC policy in Xinjiang, but it is
worth acknowledging how this hot-button topic has fuelled CIF on both sides of the issue, with PRC officials and supporters
reframing documented practices of re-education and cultural erasure as morally justified ‘de-extremification initiatives’
while their more radical critics opportunistically compare these politics to the Holocaust; the gratuitous trope of organ har-
vesting has been particularly popular with Falun-Gong-aligned propaganda channels. For a scholarly critique of PRC policy
in that region, see Tobin (2021). For a pro-Chinese defence, see Slawotsky (2021).
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camps to delegitimate each other’s truth claims by labelling them as ‘disinformation” or ‘fake
news’; 3) hamstring potentially valid criticism of such claims e.g. by fact-checkers; and conse-

quently 4) fuel cynicism about political and journalistic processes in general.l1

In such an environment, it becomes nearly impossible to return to any semblance of objective
reality. I have called the effect ‘reality decoupling’ (Schneider 2023); Taiwanese actors have
coined the term “artificial multiverse” (Doublethink Lab2024a) to describe this outcome. The
general sense is that “disinformation is everywhere’ (I10), that “there’s too much information,
and we don’t have a way to determine which [pieces of information] to trust’” (I09), and that
‘it’s very difficult to get back to the facts. There’s no facts, the facts have become too compli-
cated (...). It has become a belief and trust issue now’ (I07). Across the board, and regardless
of political allegiances, my conversation partners pointed to a common factor that has aggra-
vated these issues of trust deficits and information overloads: the wide-spread reliance on so-

cial media.

1.1.2. Social media and the ‘temperature’ of debate

Throughout my conversations with Taiwanese stakeholders, ICT stood front-and-centre. As
one interviewee put it, ‘even before the internet, we had rumours, but because of the internet,
spreading those rumours is much easier and quicker and more effective than before. So we
are concerned, because - it’s kind of terrible - it just keeps evolving and it never stops’
(I10). Another interviewee was explicit that ‘the fundamental problem is social me-
dia. It's kind of sad to say, because it's not going away, but it's the fundamental problem’

(112).

This widely-shared sentiment marks a change in attitudes over the past decade, from gener-
ally optimistic views of ICT to more ambiguous and at times unequivocally bleak assess-
ments today. Reflecting on Taiwan’s vibrant history of democracy and social movements (see
Figure 2), one interviewee familiar with Taiwan’s social change activism and its progressive
hacker community discussed this shift (I01). They outlined how, starting inthe mid-
2010s, many civically-minded activists were powerfully deploying social and digital technol-
ogies for their activist purposes, most notably the gOv (‘gov-zero’) hacker community - a pio-
neer civic tech community in Taiwan -and most prominently during the 2014 Sunflower

Movement. However, that movement’s ‘very beautiful vision” of ICT-enabled participatory

11 Fabian Schifer (2023, in German) has examined political cynicism in the context of digital information flows.
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politics quickly soured. Sentiments arguably tipped into disappointment around 2018. At
that time, KMT politician Han Kuo-yu emerged onto Taiwan’s political scene as a major pop-
ulist force, celebrated on social media by many blue-collar conservatives as a “national sav-
iour’. As the interviewee described it, Han's popularity, along with reactionary voter behav-
iour in the 2018 local elections and referenda, had been informed by ‘huge disinfor-
mation’.’2 Many reformers were dismayed by what they viewed as having ‘lost a huge battle’,
and disillusionment set in, leaving civic collectives like the gov-zero activists diminished in
influence. Democratic backsliding and online toxic behaviours drove home that “social media

was not designed for democracy or deliberation; it was designed for popularity’.

12 The most high-profile issue was the failed referendum to legalise gay marriage, which the ruling DPP then ignored, fur-
ther fuelling populist perceptions that the green camp’s avowed goal to promote participation was mere window-dressing for
power politics. Supporters of the referendum in turn stressed that the public debate had been hijacked by foreign information
manipulation, forcing the DPP’s hand. For a discussion of this referendum, see Rich et al. (2018).
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The challenge for many who today try to intervene in social media information flows, such as
fact-checkers and civic organisations, is that corporate social media work against them on
several levels. Three issues stood outin my conversations with Taiwanese professionals:
emotional manipulation, surveillance, and what scholars call “homophily’: the human ten-

dency to associate primarily with similar others.

As the interviewees stressed, social media algorithms are designed to generate virality by ‘up-
ping the temperature” (I02) on social and political debates. Malicious actors, in turn, are adept
at manipulating those mechanisms to fan negative emotions like fear, hatred, and anxi-
ety. The second issue is that today’s app ecology enables exploitative data-gathering and sur-
veillance activities that can be turned against users, in ways that are largely opaque. As one
digital literacy advocate put it(I14): “They [suspicious apps] can even look at you. They can do
whatever they want. They know your schedule. They can see all your pictures, they can see
your videos, where you go, things like that. (...) So when we show this to people, they start to
realise they are selling themselves to someone else for a free app. So, in Taiwan, we have a
saying that the most expensive thing is “free”.” The risk, so the interviewee explained, was

that such questionable data-gathering practices empowered malicious actors in commerce

and politics to take advantage of hapless app users.

Finally, practitioners and analysts in Taiwan voiced concerns that commercial social technol-
ogies pushed users into ‘echo chambers’ and exposed them to ‘filter bubbles’, echoing aca-
demic assessments that social media facilitate homophily(Pariser 2012, Ruiz & Nilsson 2023,
Terren & Borge 2021). Much like the algorithmic curation of high-temperature emotions, these
walled gardens lend themselves both to unwitting and maliciously designed CIF: ‘We're all
in our own echo chambers, we all have our cognitive vulnerabilities, and social media... it's
this massive supercharged weapon for exploiting our cognitive vulnerabilities’, said one in-

terviewee (I12).

Asked which demographics they saw as most vulnerable to the adverse effects of social me-
dia, the general sense was that all ages, educational levels, and socio-economic groups
were susceptible to digital CIF. While interviewees agreed that elderly people were particu-
larly challenged by advances in digital technology, they also acknowledged that senior citi-
zens were often aware of their limitations and sought help, e.g. by asking younger relatives

for a reality-check or by enrolling in digital literacy workshops at community colleges.
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A group that was in many ways more at risk was young media users, as their over-confidence
with digital technologies could prove deceptive. Recounting several horrific cases of cyber-
bullying, harmful pranks, and deadly social media challenges, one interviewee summed up
the problem (I14): “younger people, that’s more difficult [than for older generations]. Because
they are the technology generation, so they think they know everything. But no, actually no.
They know how to use it [their device], but they don’t understand about safety of information

and technology at all.”

In that context, several interviewees voiced concerns about natively-designed Chinese
apps like RedNote (Xiaohongshu) or TikTok’s domestic version Douyin.!* While the general
sense was that most Taiwanese users were capable of using these platforms with sufficient
scepticism and care, young adults often lacked the experience and media literacy to fully ap-
preciate the biases inherent in such social media platforms: ‘They feel that Douyin is much
more interesting, the content is more interesting than on the international version’, said one
interviewee (I10). "With TikTok, at least you can say that it's more transparent. Douyin is a
black box. You never know what’s inside, you just know that the Chinese government is

watching it and manipulating it. So this is a worry for us.’

I will return to questions of media literacy below. For now, allow me to conclude that Tai-
wanese stakeholders viewed social media as a potent source of division, especially when in-
teractions on these platforms amplified polarising views of existing social cleavages. Many
saw the root problem of CIF in the active manipulation of information within an environment
that had already been eroded by continuous information overload. One analyst (I07) ex-
plained that “there’s too much information, you don’t know what’s correct, what’s not correct.
It's very difficult to make any judgement.” When asked about foreign interference into Tai-
wan’s political debates, the analyst argued that, in such a context, ‘if I [a foreign aggres-
sor] were to one day launch a real attack, then you [Taiwanese society] just collapse on your

7

own.

13 For research into TikTok, see Cervi et al. (2023) on political contents and Primig et al. (2023) on disinformation. In De-
cember 2025, the ROC’s Ministry of the Interior banned RedNote, on the grounds that the Shanghai-based company behind
the app was not complying with Taiwan’s anti-fraud regulations (see Cheng & Chin 2025 and Yeh 2025b).
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1.2. Geopolitics and Foreign Information Manipulation and Interference

A central concern for many interviewees was, then, the manipulation of Taiwan’s infor-
mation and media environment by bad-faith actors. It is worth stressing, however, that espe-
cially practitioners in the fact-check com-
munity were either hesitant to specu-

Taiwan faces pervasive
late about the actors behind CIF or were ex-

Foreign Information plicit that the origins of CIF were not rele-

Manipulation and Interference  vant to their work. As we will see below,

(FIMI), spanning covert some even saw attributions of origin as
I

counter-productive, since allegations as to

astroturfing and explicit
9 P who might be manipulating de-

cognitive warfare strategies. bates risked stoking the flames of polarisa-
tion further, potentially causing the fact-

check efforts to backfire.

These hesitations contrasted with the assessment of analysts, especially those who worked on
national security and cyber-affairs, who stressed the risks posed by foreign information and
manipulation interference (FIMI). They generally painted a nuanced picture of the layered
CIF ecosystem in Taiwan and the actors that manipulated it. As one interviewee put it, ‘for al-
most a decade now, I've observed that Taiwan has been the country most heavily attacked by

foreign forces. Of all the countries under attack, Taiwan is number one” (I113).

Examples of such interference ran the gamut from commercial to political initiatives. Mali-
cious actors included influencers and content farms that cashed in on the viral potential
of emotional content. They also included politically-motivated actors, for example the anti-
Chinese religious order Falun Gong (with the Epoch Times and New Tang Dynasty TV media
outlets being frequent sources of disinformation), alt-right American MAGA supporters
and neo-conservative evangelists(which were often involved in populist agitation
against liberal values like LGBTQ+ rights), and foreign states like the Russian Federation. In
fact, the case of Indian immigrants that opened this report was rapidly spread by Russian
outlets and closely followed the Russian FIMI playbook, specifically the pattern of trying to
use online accounts to mobilize local communities for offline protest. This led analysts to sus-
pect Russian state involvement in this case (I12). However, despite this diversity of actors,

the forces behind information manipulation that the interviewees most
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commonly named were the Chinese Communist Party (CCP)and its People’s Liberation

Army (PLA).

1.2.1. Chinese actors in Taiwan’s CIF

PRC-originated FIMI has been well-documented, yet neither the exact scope nor the effective-
ness of such interventions into Taiwan’s information environment are straightforward.
14 While the CCP considers control of communication a crucial part of its politics and a moral
obligation, its strategic communication approach is complex: it encompasses both domestic
and international actions, in both overt and covert ways (see Figure 3). Adding to this com-
plexity is the fact that a large range of Chinese actors engage in discussions in or about Taiwan,
with often diverging interests and strategies. These actorsinclude CCP organisations, the state,
the military, and state-owned news media, both at the central level and across China’s re-
gional and local bureaucracies (see Info Box 6). Official actors often unapologetically engage
in explicit public relations and propaganda activities, including on social media platforms that
are blocked in China itself. This involves fake followers who exaggerate the impact of these
official outlets: ‘the People’s Daily on Facebook has 84 million followers’, explained one ana-
lyst (104). “The New York Times has something like 20 million, and Chinese people can’t even
use Facebook. How is that possible? Like, Xinhua also has 99 million, and that’s been going
on for a long time. So right from the start, they knew “we have to be present on these websites

and then we also have to look like we have a lot of followers”.”

14 For studies of PRC FIMI in Taiwan, see Doublethink Lab (2021, 2024a, 2024b), DSET (2024), and Lee (2024). For
assessments, see Chang et al. (2021), Huang (2023), Hung & Hung (2020), Rauchfleisch et al. (2023), and Tseng & Chen
(2020). Bui (2025) has covered recent findings and debates.
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Info Box 6: PRC strategic communication & information warfare

The People’s Republic of China has one of the most sophisticated but also sprawling approaches to strategic com-
munication. This approach involves domestic as well as foreign activities, and it ranges from overt public relations
efforts that aim to clarify and inform, to covert activities like information manipulation and warfare (see Brady
2008 and Zhang 2011). One identifiable stream of information manipulation stems from China’s People Liberation
Army (PLA), for which cognitive warfare is part of its cybersecurity approach (Ventre 2014, 55-80). The PLA’s Stra-
tegic Support Force (PLASSF, see Kania & Costello 2021) takes a ‘three warfares’ (=) approach to the interna-
tional information environment, combining public opinion warfare, psychological warfare, and lawfare to secure
PRC interests. Its Base 311 in Fujian Province, along with its commercial arm, the China Huayi Broadcasting Corpo-

ration (Beauchamp-Mustafaga & Drun 2021), are responsible for applying these strategies to Taiwan.

It is important to understand that while the overarching agenda of China’s strategic communication is set by the
CCP at the central level, and is implemented by its PLA’s signalling officers, this does not mean that China’s role in
transnational communication networks should be reduced to this single aspect. PRC strategic communication is
ultimately both informed and implemented by a large range of actors, formal and informal, domestic and foreign,
and it combines a diverse range of motivations and interests that are neither necessarily antagonistic to foreign

interests nor automatically in line with those of the CCP.

However, on nationalist issues such as territorial integrity, this diversity can collapse into a seemingly homogenous
voice that develops highly toxic dynamics, e.g. in foreign social media spaces. An issue of debate in China-related
research is what to make of such often-aggressive online activism, protest, and manipulation. On the one hand,
jingoistic Chinese nationalists are particularly vulnerable to PRC influence efforts (see Hofstede 2022, Gainous et
al. 2023: 116-124); on the other hand, such groups also demonstrate their own independent agency in ways that
can collide with or even influenceCCP interests (see Han 2021, Schneider 2018). Regardless of who is ultimately in
the driver’s seat of these processes, the result is often idiosyncratic and hard to predict, much like outcomes in

other Chinese policy fields (see Riihlig 2022).

In that sense, official media outlets are part of an overt attempt to “tell China’s stories well’, but
they are also flanked and bolstered by covert operations, including botnets, sock-puppets, and
bought accounts. An important part of these covert efforts to shape public opinion is fake
grassroot activity, or ‘astroturfing’, named after the fake lawn on sports fields. 1> Such activi-
ties are part of what the analytics company Graphika has dubbed ‘spamouflage’: an attempt
to seed political influence within a wider barrage of seemingly innocuous human-interest
content. 16 “These are accounts with a mix of photos, just like random scenery or beautiful in-

dividuals’, explained one interviewee (104). “And then suddenly there’ll be like a bunch of

15 For a seminal analysis, see Han (2018).

16 The original discussion of this practice appeared in Nimmo et al. (2019).
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propaganda.” Another analyst gave examples of seemingly mundane accounts that posted
about ‘daily English’ vocabulary or ‘daily jokes’, but that then attempted to smuggle political
manipulations into their content: “They [PRC propagandists] hire a lot of influencers or buy
existing fan pages and pretend that these are Taiwanese citizens, and then they turn that to-

wards political content... they pretend they are normal citizens; they are just like you!” (101).

In some instances, such efforts could be linked directly to Chinese officials, for instance when
suspicious activities coincided with the office hours of military and propaganda person-
nel: ‘so, 9-to-5, because they’re either operated by government officials or, like, content
farms. So these people... it’s their job’ (I04). In other cases, the connection to the Party and
state was more tenuous. PRC efforts were not as unified as observers sometimes assume, ex-
plained one interviewee (I05): “every unit or institute has their own KPI [key performance
indicators] to fulfil’. This led to inconsistent activities and narratives. What is more, officials
also recruited social media influencers into their communicative approach. It can be lucrative
business to create social-media content that appeals to Chinese nationalist worldviews.
Some such creators may well be paid directly by the CCP; however, others likely bene-
tit from Chinese support in less tangible ways, for instance by receiving privileged access to
interesting sites around China, or by seeing their social media presence on Chinese plat-

forms boosted algorithmically by Chinese companies.

The result is what one interviewer called ‘entrepreneurial propaganda’. 17 These influencers

‘can make money from spreading CCP propaganda’, as the interviewee explained (I12):

There’s an economy and a structure that has been set up, at the hand of the
CCP, for building, maintaining, and spreading — through, firstly, subsidies,
so these direct payments — certain things that get said; and through opening
up donations from the PRC to people for saying these things. So you get
WeChat pay logos that sit there, and then people go “click”. So you can
make money off of the Xiaofenghong [the ‘Little Pinks’, i.e. PRC national-
ists] by saying this stuff to Taiwanese.

In some instances, influencers may well choose to participate in this propaganda econ-

omy based on their own calculations; in other cases, they may inadvertently have been roped

17 Influencer propaganda has inspired a growing field of scholarship, specifically on China, though it is not limited to the
PRC. See e.g. Xu & Qu (2025), Xu & Schneider (2025), and Xu & Yang (2025).
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into it. However, where the activities of influencers demonstrablytrail the propaganda efforts
of Chinese state media, analysts are more confident to speak of a concerted official effort to
shift public opinion: “we can say, for example, that Chinese state media were the first to pre-
sent story X, and then these people [social media influencers] picked up story X within two

minutes, for example. That’s not going to be natural” (I12).

Beyond direct collaborations with influencers, the Chinese authorities also rely indirectly
on nationalist citizens who take their opinions and feelings online, or carry them abroad in
their travels. The activities of such ostensible supporters do not always fit PRC interests, for
instance when activities turn toxic, threaten to turn against the party itself, or inadvertent-
lyempower critics of the PRC. 18 However, the party seems willing to accept such tensions, as
private citizens overall play an important role in representing China: ...they [the CPP] see
people-to-people exchanges as an integral part of [their public diplomacy]. They think that if
they can persuade or educate their people about the righteousness of Chinese ideas, then those

people will do their own personal diplomacy for China’, argued one analyst (105).

As these discussions illustrate, Chinese communication efforts in and about Taiwan remain
complex, and the stakeholders I spoke to stressed that it would be misleading to think
of these efforts solely in terms of outright falsehoods: “The content can be disinformation, but
it can also be unverifiable things like conspiracy theories. It can also be true. You can also have,
on the behavioural side, a network of fake accounts pushing true content... So disinformation
is only a subset of the problem” (I12). This, however, is not to say that the actors behind FIMI

in Taiwan were not pursuing specific goals, using identifiable tactics.

1.2.2. FIMI strategies and tactics

As the interviewees described it, the reality of FIMI in Taiwan had shifted over the
years. PRC actors in particular wereincreasingly more willing to lean into the messiness of
CIF. Rather than dogmatically pushing for unification, they had realized that such blatant
efforts could backfire. ‘In the early days,” explained one interviewee (I10), ‘they tried to get

you to be pro-China. Now, they don’t care whether you are pro-China or not. They want you

18 For an example, see Wasserstrom (2025). I have discussed similar dynamics in Schneider (2018).
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to be anti-US, anti-Japan, so that you will be isolated and they can create chaos. That’'s what

they want. So the whole strategy, over the last decade, we've seen that changing’. 19

Analysts in Taiwan also linked foreign interference efforts back to the vulnerabilities of Tai-
wan'’s polarised political environment. To seed discontent, foreign actors try to ‘find contro-
versial topics in society and then amplify them, usually the side that is against the DPP.
They almost always do that. Very occasionally, they will create their own conspiracy theories.
But in most cases, the KMT criticizes something that the DPP does, and then there will be all
these fake accounts that we believe are connected to the PRC that are amplifying these narra-
tives’ (I04). In a similar vein, another analyst argued that “they try to increase political struggle,
to help create, to foster political struggle in Taiwan. So disinformation serves that purpose’
(I05). A third explained that the goal was to break the connections between Taiwanese people
‘by seeding suspicion and trying to separate people (...), to try and make people have fights

on the internet, to disconnect people” (102).

Overall, these FIMI campaigns were adeptat using the steps of disinformation
that Graphika analyst Ben Nimmo called the ‘4Ds’: to dismiss, distort, distract, and dis-
may (see Info Box 7). Specifically for Taiwan, recurring narrative patterns about domestic pol-
itics were that 1) Taiwan’s social problems were getting out of hand while 2) Taiwan’s leaders
were corrupt and 3) Taiwan’s democracy was consequently unable to address these is-
sues. On international politics, the pattern was to argue that: 1) Taiwan was internationally
isolated, 2) the US and its military could not be relied on to assist Taiwan, 3) Taiwan's own
military was weak and incompetent, and that by contrast 4) the PLA was strong and compe-
tent. Ultimately, the goal seemed to be to shake Taiwanese citizens” self-confidence and their
trust in domestic institutions, while anchoring the idea that ‘there is no way that Taiwan can
resist the threat of invasion from China” (I06) and that ‘standing up against the PRC doesn’t

really make sense... there’s no point in resisting’ (104).

19 See Dotson (2023) specifically on the promotion of ‘America Skepticism’ in Taiwan.
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Info Box 7: The Four Ds of Disinformation

Strategies to manipulate information are often broken down into the following ‘4D’ categories, originally coined
by analyst Ben Nimmo (2015). Note that these mechanisms are designed to conceptualise disinformation (inten-

tional lies); they may not be a neat fit when examining misinformation (false but unintentional information uses).

Dismiss: attempt to silence opposing views and seed distrust of diverging information sources, e.g. by discrediting

the source, undermining its credibility, making light of its argument, and issuing insults.

Distort: misrepresent information, twist facts, and reframe the narrative to fit a specific argument or interpreta-

tion.
Distract: changing the subject and shifting attention, e.g. through ‘what-aboutism” and false comparisons.

Dismay: suppress opposition through intimidation and scare tactics.

It is again difficult to assess to what extent such narratives are convincing; they may very well
be compelling only to those who are already convinced. In terms of electoral behaviour, past
experiences suggest that even the suspicion of PRC influence can backfire by tainting a polit-
ical actor’s chances of success. 20 A greater risk, so the analysts I spoke to argued, was that
confusion over facts might temporarily hinder important decision-making, for instance dur-
ing natural disasters or a potential military engagement. They gave examples of precision
deepfakes of Volodymyr Zelenskyy during Russia’sinvasion of Ukraine (106), and they dis-
cussed how false representations of leaders and public figures could ‘seed confusion and
doubt” with “very dangerous consequences’ (I11). As one interviewee put it, by the time the
false information has been debunked, ‘the damage may already be done... maybe 15 minutes

later, they find out that it's fake news, but that 15-minute gap matters” (105).

However, there is one other risk, and it only emerged indirectly from my conversation with
Taiwanese stakeholders. Somewhat ironically, it may well be that the discussions about hav-
ing to fend off outside forces ultimately empowersprecisely such forces. For instance, my re-
spondents frequently spoke of China or the CCP as ‘the enemy’, using the language of war to

make sense of the manipulation efforts they were documenting. This is certainly

20 The 2016 presidential elections, for instance, stood in the shadow of the highly publicized silencing of Taiwanese K-pop
star Chou Tzu-yu for having been caught on camera holding an ROC flag; while the case probably did not affect the overall
outcome of that election, it may have pushed a number of reticent voters to the polls in support of the DPP’s candidate Tsai
Ying-wen. See BBC (2016) and Kuhn (2016) for reporting on those elections, and Sullivan & Smyth (2016) for a scholarly
assessment.
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understandable, and it may in some regards be useful: Taiwan is demonstrably confronted
with military-level adversarial tactics that conceptualize information flows as part of a ‘cog-
nitive warfare” strategy. Response frameworks to such strategies then likewise often use the
language of military conflict to capture the adversarial nature of the phenomenon, for exam-
ple conceptualising disinformation as engagements between ‘red” attackers and “blue” defend-
ers, or adopting terminology such as ‘kill chain’. 21Using these frameworks is arguably an ef-
fective way to reverse-engineer what the perpetrators behind disinformation are doing, which

can in turn be useful for anticipating and countering such behaviours.

On the other hand, using the language of warfare poses two risks: the first is that it may tac-
itly perpetuate the premise that our information societies are structured antagonistically, even
when no militaries are involved. This impression benefits the agents behind disinformation
and FIMI. Rather than dialling back anxieties to create space for calm deliberation and re-
sponses, it injects further anxieties into a situation that is already inundated with emotion. In
the Taiwanese case, this is especially evident when discussions turn to China, but it applies to
other societies as well. Implying that democratic societies are under siege by hostile forces un-
wittingly opens the situation up to even greater opportunities for manipulation. The second
risk is that the language of warfare may antagonise media users who genuinely hold con-
tested ideas. This in turn may push themto align themselves with actual adversaries,
while dialogue and empathy would have been the better approach to persuade them to rejoin

a reasoned discussion.

To be clear: the analysts I spoke to were unanimous in the view that a critical assessment
of, and response to, PRC-induced FIMI should not be understood as a criticism of pro-Chinese
sentiments in general. They strongly felt that genuinely-held political views were part of a
functioning democratic free-speech environment. And yet, analysts were often caught in a
dilemma: on the one hand they felt the need to inform the public of clear and pre-
sent threats, but on the other they had to articulate their threat-perceptions in a way that did
not feed back into the already worrying degrees of polarisation and anxiety in Taiwan. As we
will see, there is an important lesson to be learned from this Catch-22. But first, it is worth

exploring how CIF interact with advances in ICT, specifically with Al technologies.

21 Arguably the most extensive approach of this kind is the Disinformation Analysis Risk Management (DISARM) frame-
work (see DISARM Foundation, n/d), itself built on a cybersecurity approach called Adversarial Tactics, Techniques, and
Common Knowledge (ATT&CK, see MITRE 2025). The term ‘kill chain’ stems from military doctrine and was ported to
cybersecurity contexts by US defense contractor Lockheed Martin (see the White Paper by Hutchins et al. 2011).
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1.3. Al and Generative Technologies

A particular focus of my conversations with Taiwanese stakeholders was the way in which
technological advances, specifically in the field of Al, were impacting both CIF and strategies
to counter CIF. The general picture was that Al played an ambiguous role. On the one hand,
Al-generated content demonstrably contributed to CIF (Chen 2024, DSET 2024, Hung et al.
2024, Wang 2024). On the other hand, interviewees told me that the underlying patterns
of CIF (and FIMI) were not changing fundamentally. Several interviewees pointed out, for in-
stance, that - at least at the time of our conversations - influence operations from China were
not particularly sophisticated in their generative Al use. “They’re not yet very mature, allow-
ing relatively easy detection’, said one analyst

(105). Anther explained (104): ‘The people While low tech is still useful,

who are implementing these influence opera- Al threatens to facilitate

tions, they studied languages and so

: ; : contested information flows
on. They’re not necessarily very technically

savvy. Or these content farms: they're just through enhanced Al

people  writing  things ~ online, but analytics, scalable Al slop,

they don’t know how to set up this whole s <V .
Y . and insidious Al bias.

system.” A third interviewee (109) agreed:

‘The technology is there, but probably it is not

necessary, because, well, the low tech is still

useful. So why bother with high tech?’

Analysts and practitioners also stressed that even when generative Al had been used to cre-
ate manipulative contents, this did not substantially alter what they saw as effective counter
strategies: ‘the way we mitigate generative images and generative videos’, explained one in-
terviewee (I03), ‘is very similar to the way we try to mitigate cheap [traditional] fakes’. An-
other interviewee (I12) similarly maintained that generative Al had not changed the core chal-
lenge: ‘it’s annoying, but yeah, we're still facing the same problems we were facing before
generative Al, and we should just be solving those problems instead of worrying too much

about Al

At the same time, there was a sense that Al-development was taking place at a rapid pace,
and that ‘things are just moving too fast’ (I10) to arrive at a clear verdict about AI's role in

Taiwan’s CIF ecology. While Al might not have shifted the needle on CIF in Taiwan
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yet, three concerns nevertheless stood out as risk factors. These were: 1) the malicious use of
Al for advanced surveillance, simulation, and prediction (Al analytics), 2) the speed and
scalability of production /dissemination, and the resulting high-volume but low-quality con-
tents (Al slop), and 3) the deceptiveness inherent in using Al chatbots for everyday tasks (Al
bias).

1.3.1. Al analytics: misuse and overreach

As mentioned above, interviewees were concerned about the surveillance capacities of ‘free’
consumer applications, and that worry was compounded by Al’s potential to enhance the
surveillance and analytical capacities of bad-faith actors. One analyst (104) pointed out how
actors who were not restricted by ethical or legal restrictions could potentially insert Al-pow-
ered computational processes into every aspect of their surveillance and control efforts. While
use of Al for such purposes in China was still limited, 22 the interviewee voiced con-

cerns about the ambition to create a technocratic system of governance on the mainland:

That’s when it starts to get really scary, because then you can just moni-
tor tens of thousands of people at the same time and look at all their
posts, analysing them according to certain requirements, and then send
emails to the secret police to have them arrested almost automatically.
And they’re not using Chinese Al to make that [system]. They’re using
ChatGPT at literally every step of the process, so: developing the code,
making the business pitch that they’re giving to their superiors...

The concern also went beyond the implications for PRC cyber-governance, as the ability to
scrape and analyse transnational social media networks at speed and scale offered unprece-
dented analytical opportunities. One analyst (I09) pointed to the possibilities of digital simu-
lation, specifically the creation of so-called “Al twins’ of entire societies. “You can create a dig-
ital twin of a real person and, using this digital twin, you can manipulate or simulate things
that happen to this real person. And now we can create a digital twin society, right? Not just
the individual, but the population.” The interviewee cited Xiamen University as a PRC insti-
tution that was using data from the social media app RedNote (Xiaohongshu) to create a ‘dig-

ital twin of Taiwanese society’, potentially enabling the government to ‘test or to see how

22 For comprehensive and nuanced overviews of the ambitions and realities of China’s cyber-governance, see the contribu-
tions in Creemers et al. (2025) and Yu & Creemers (2025).
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Taiwanese respond to an emergency, a war, or whatever’ - a prospect the interviewee found

‘kind of scary’.

In that sense, Al was seen by many of the people I spoke to as a suite of analytical and gener-
ative tools that bad-faith actors were either already experimenting with or that they were on

the brink of integrating into their efforts, potentially with wide-ranging consequences.

1.3.2. Alslop: cheap content production

One specific Al use-case was the generation of fake text, audio, and video. While the verisi-
militude of Al-generated media contents was often quite low, leading to images and videos
that are “so weird or crazy that nobody would think that they’re real’ (I04), the cheap and easy
access to automated media production capabilities was a concern to many of the professionals
I spoke to. With generative Al, “it’s easier for people to launch all this fraud and these disin-

formation campaigns than in the past. So that’s quite worrying’” (107).

A particular issue was the ability of generative Al to create variations of the same piece of
information, making it harder to track false information online and establish whether the cre-
ators were genuine people or not. ‘At some point’, said one analyst (104), ‘it’s very difficult to

tell that this is a bot.” A fact-checker (I110) explained the problem further:

Before Al, you’d probably see posts that are all the same text, with just a
few words changed. And then these posts would be posted everywhere,
but it’s the same content. But with Al they’re able to produce different
versions, and very quickly. And it’s hard for us to catch, because the
wording has been changed, or the meaning has been changed, or they
even target different groups, choosing different paths, like targeting the
pet lovers, targeting the food lovers, so that’s become quite difficult for
us.

The challenge extended from text to multi-media contents as well. One interviewee (I01) dis-
cussed how producing e.g. 100 videos had previously required a huge team, and many
months of editing, but that the same could now be accomplished by ‘just one guy’ in a short
amount of time, allowing such contents to be ‘mass-produced’. Another fact-checker (108) de-
scribed a similar challenge: ‘It’s really cheap right now. So you can publish hundreds of fake
videos just with a few clicks, you know? So it’s very easy for everyone to publish some vid-

eos’. They went on to outline the scope of the problem: ‘There’s so so many videos, we
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just can’t debunk them one by one. We can debunk one or two, but then there’s 99 more on

YouTube. We just can’t kill them.”

At the time of writing, most examples that interviewees cited fell into the category of Al slop:
cheaply generated and easily identifiable fake contents. However, the sense that the genera-
tive Al models were improving, and that imitations of images and voices might in the future
be generated with higher accuracy and fidelity, was clearly a concern. 2 That concern was ex-
acerbated by the ways in which manipulative practices interacted with the use of generative

Al chatbots in everyday life.

1.3.3. Al bias: deceptive chatbots

The most obvious concern about Al use among my interviewees was that Taiwanese citizens
might turn to mainland-Chinese services for everyday questions, but without fully realizing
the inner workings and ‘biases created by chatbots like DeepSeek’ (I10). The risks of relying
on DeepSeek had led the Taiwanese government to prohibit its use among officials (I16),
but its adoption by general users remained a concern. ‘China has DeepSeek, and it’s really
powerful’, reflected one interviewee (I08).‘So many people will use that, because they
think it's really good at Chinese... But it's more pro-China. You'll ask it questions about Xi
Jinping, you'll get Xi Jinping answers. But you can’t prohibit people from using it. You have

to tell them that the results behind it are from China.’

Beyond these obvious examples of mainland-Chinese services, the professionals I interviewed
were keenly aware that popular genAl chatbots generally suffered from biases. They fre-
quently pointed out how the services built in Silicon Valley had been created using biased
training data. They worried that the average user in Taiwan would not be fully aware of the
implications: ‘Once the technology becomes more mature, then we're afraid it can have a
greater impact on Taiwanese society, because those large language models, their source in
Mandarin is about 98.6% from mainland China. Only about 1.4% originates from Taiwan’, ex-

plained one analyst (I05). This meant that important debates or social concepts were coloured

23 That this concern is not entirely unfounded is confirmed by studies of deepfake technologies, especially the practice of
improving fake images by pinning two neural networks against each other as one generates content from the training set
(generator) and the other detects flaws in the outcome (discriminator) — leading to an iterative process of continuous im-
provement (Walorska 2020). This approach, known as ‘Generative Adversarial Networks’, or GANS, is used both in the cre-
ation and the detection of deepfakes, leading to a virtual ‘arms race’ (Bontridder & Poullet 2021) between actors who spread
such contents and those trying to debunk them (Wang et al. 2025).
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by mainland worldviews, sometimes inadvertently, e.g. when American systems like

ChatGPT reproduce PRC cultural perspectives. As one policymaker (I16) explained:

...if you ask ChatGPT any questions about democracy in Chinese, you
will get an ideology about democracy from mainland China. Because the
two Chinese characters, they’re written the same way in simplified and
traditional... I had a discussion with some of the big companies, about
ChatGPT and Gemini, and they told me ‘it’s true, if you want to know
the true value of democracy, you have to use [the word] “democracy” in
English’ But how do our students know?

Subsub Paragraph Heading

In addition, interviewees pointed out that the US-models were susceptible to manipula-
tions by malicious actors, for instance when such actors created false websites to “poison” Al
algorithms with faulty data. “All of this is going to end up in the training data’, said one ana-
lyst while discussing Russian FIMI operations (I04). ‘At some point you're going to have these
really niche issues about, I don’t know, certain Russian dissidents, and then when you ask a
question [on ChatGPT], all it knows is this Russian narrative because it read it on some shady

website.”

Biases in big data are of course a general problem that has been hotly debated for decades,
e.g. in the context of how search engines like Google or the algorithms of social media plat-
forms reproduce certain worldviews, often as a side-effect of their design and business models.
24 With Al however, these effects are magnified by two innovations inherent to genAl: the
first is the fact that chatbots are not merely curators like search engines that guide users to
external content but are creators of the content itself. Secondly, the way tech corpora-
tions like Anthropic, Google, Microsoft, or OpenAl have deliberately designed their human-
machine interfaces as conversational bots creates a false sense of reliability and accountabil-
ity. Evidence has been accruing that, for many users of genAl chatbots, it is not clear that 1)
they are not directly querying an LLM but rather an intermediary interface that amends their

prompts to generate the results in compelling human language, and that 2) the LLM is merely

24 Seminal early discussions of search engine biases are Halavais (2009) and Koénig & Rasch (2014). For more recent studies
on algorithmic biases, see Kitchin (2017) and the contributions in Jarke et al. (2024).
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a predictive machine, not an agent with human qualities like a mind. 25 Scholars like Simone

Natale (2021, 2) go as far as to call Al an inherently ‘deceitful medium:

Even in the absence of deliberate misrepresentation, Al technologies en-
tail forms of deception that are perhaps less evident and straightforward
but deeply impact societies. We should regard deception not just as a
possible way to employ Al but as a constitutive element of these tech-
nologies. Deception is as central to AI’s functioning as the circuits, soft-
ware, and data that make it run.

I quote Natale here in full because the professionals I interviewed, while not necessarily mak-
ing quite such a radical case, or using the language of ‘deceitful media’, were clearly uneasy
about the interaction between deliberate CIF manipulations and the built-in potential

of Al chatbots to mislead users.

Several interviewees advocated the construction of a home-grown, sovereign Al system for
Taiwan, ‘to make sure that simplified Chinese and mainland Chinese ideology do not override
Taiwanese values and traditional Chinese ways of thinking in Al machines” (I16). The idea
was to create a modest LLM trained on Mandarin sources in the traditional character script,
using materials from Taiwan. To this end, the National Science and Technology Coun-
cil (NSTC) under the Executive Yuan started work on the “Trustworthy Al Dialogue Engine’
(TAIDE) in 2022 (see also Robertson 2024). This LLM, built on top of open-source models by
Meta (Llama) and Google (Gemma), uses licensed, open-source data to create a chatbot. 20 The
goal was fairly modest, as joining the “Al race’ was not realistic for smaller actors, explained
the experts I spoke to. Instead, as one interviewee put it, ‘the purpose of developing our own
system is not to compete with the big companies, but to at least have something to fall back
on... otherwise you will purely rely on others’ (109). However, the project seemed to have
stalled in 2024, with interviewees criticising that very little information had been released to

the public (I11) and worrying that TAIDE was “in sleep mode” (I15).

25 The human tendency to anthropomorphize algorithms has been well-established since the 1960s. However, the degree to
which Al chatbots inspire such projection of human qualities, and the ways corporate actors intentionally rely on this ten-
dency to sell their genAl products, have been a matter of grave social concern; for discussions, see e.g. Claypool (2023),
Daley & Johnston (2025), and — in Dutch — Grosfeld (2025).

26 The project and its milestones are explained by NSTC (2025). Demos are available at https://huggingface.co/taide (last
accessed 30 November 2025). The Ministry of Digital Affairs has also published large-language data sets for machine train-
ing: https://taic.moda.gov.tw/ (last accessed 28 January 2026).
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One issue was that the data-gathering approach that fuelled TAIDE was slow and expensive.
A proposal to scrape data widely for fair use, and to only exclude materials if copyright hold-
ers objected, was rejected due to concerns over legal and political fallout, as one interviewee
explained (I15). Instead, the project required individual negotiations with each copyright
holder, which had bogged down progress. Funding was the other issue: ‘It’s a resource prob-

lem’ (I08). One opposition politician put it bluntly (I16):

The TAIDE project, they need money, they need data, they need talent.
We have some in Taiwan, but they don’t have money, they don’t have
enough talent to work for them, and: they don’t have data. So you can
see today... Lama 4 has four trillion parameters, 4 trillion! And TAIDE,
the version our government released, has 8 billion. 8 billion versus 4
trillion. And DeepSeek R1, they have 673 billion.

A major concern, as the interviewees described it, was that government priorities had shifted.
One interviewee outlined how the newly appointed head of the NSTC was focusing on semi-
conductors rather than sovereign Al (I15); another pointed to political partisanship as again

getting in the way of supporting the project sufficiently (109):

It’s doable. I think it’s doable. But still, you need to pass the legislation,
and that’s the difficult part... passing normal legislation in our legisla-
tive yuan is kind of impossible, nowadays... it’s doable if we have a rea-
sonable mind. We will find the right solution to fix the problem. But I
have no control over the legislative yuan.

Ultimately, many interviewees were sceptical that a small-scale model like this, created under
conditions of tight funding and shifting government priorities, could fulfil the role that the
developers had envisioned for it. As much as the model was not meant to compete with com-
mercial service, those services remained more attractive than what the government could offer.

As one interviewee put it: ‘if you're not ahead... you lose” (101).
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2. Taiwan’s Responses to Contested Information Flows

As one of my colleagues has stressed in her analysis of disinformation responses (Thornton
2025), the Taiwanese attempt to grapple with CIF is best described as an attempt to create
a “‘whole-of-society” approach. 27 Such an approach involves, to quote the UN’s definition,
‘civil society as well as the public and private sectors in the joint pursuit of common solutions
to complex problems’, embracing ‘both formal and informal institutions in seeking a general-
ized agreement across society about policy goals and the means to achieve them’ (Kjellen &
Wong 2023, 173). While my informants did not directly reference this terminology, the strate-
gies they described were generally in the spirit of such a comprehensive, multi-stake-
holder approach, even if that approach was generally seen as needinga great deal more
work. Caveats aside, the interviewees frequently stressed how the Taiwanese approach relied
on a broad societal coalition of actors that analysed, debunked, and informed the public about
CIF in Taiwan (see Info Box 5), and how those actors leveraged a combination of social and
technological strategies to achieve their ends. Here, I will summarize how the interviewees

discussed policy and government action as well as societal activities.

2.1.State Efforts: Between a Rock and a Hard Place

Throughout our conversations, stakeholders familiar with Taiwan’s regulatory environment
stressed that a response to CIF, and especially to FIMI, needed to involve legislative and gov-
ernment action, with one legislator summing up the general sentiment that ‘cyber security is
national security’ (I16). Indeed, Taiwan has a sophisticated government framework, designed
by several offices of the Executive Yuan in the late 2010s. 26 However, the interviewees painted

a mixed picture of how successful the ROC’s approach had been.

2.1.1. Policy and regulation

When it came to legislation, interviewees pointed to the ROC’s anti-fraud act of 2024 as a
small but important legal step towards regulating harmful CIF. The act criminalizes financial,

telecommunications, and digital manipulations. 2 In combination with Taiwan’s existing

27 The ‘whole-of-society’ idea was probably first articulated at a crisis management workshop at the Asia-Pacific Center for
Security Studies in 2010 (APCSS 2010). It has since been adopted by organisations ranging from the US military (Maddox
et al. 2021) to the EU (Wigell et al. 2021), specifically to counter ‘hybrid threats’ like disinformation.

28 Kao (2021) has covered the government approach in detail.

29 The full act is available as ROC (2024).
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criminal code, this means that creating and releasing manipulative contents such as deep-
fakes is punishable by up to seven years in prison (109). Others argued that, with the Lai ad-
ministration designating China a ‘rival’, potential PRC activities in Taiwan’s information
sphere fell under national security legislation, making the use of conspiracy theories and other
malicious CIF to intentionally promote PRC interests punishable as a criminal offense (I11).
Especially in cases where Taiwanese actors had been paid to spread harmful information, such

cases could potentially fall under the jurisdiction of national security regulations (I15).30

Not everyone I spoke to was positive about how the

Political sensitivities government was using this legislative frame-
over ‘internet martial work. One opposition legislator (I16) harshly criti-
law’ create legislative  cized the anti-fraud act, arguing that it allowed the
deadlock, forcing the government to shut down social media accounts with-

state to prioritize soft
consensus and tactical
legal breakthroughs
like the anti-fraud act.

out concrete evidence of maleficence and without due
process. He felt that government agencies like the
Ministry of Health and Welfare, the Ministry of Digital
Affairs, or the Financial Service Council applied an ex-
cessively broad list of “daily keywords we use in any-
thing’ to have social media accounts closed down on platforms like Meta, and without giving
the users an avenue for potential redress. The interviewee described their own experience as
a public figure on social media: ‘I just get up one morning, and I find my account disabled,
and it says it's disabled because I'm suspected of fraud and scamming... I can do noth-
ing. There’s no telephone number, there’s no email, there’s no way to report back, there’s no

way to protect my rights.

While not all interviewees were this negative about regulatory practices in Taiwan, several
voiced unease when it came to regulating user content. They explained that Taiwan’s history
of martial law made concerns over free speech regulation particularly sensitive (I15), but also
that liberal democratic societies generally struggled with the tension between safeguarding
core values like freedom of expression while having to mitigate the risks that such free-
doms generate:” Democratic societies... they’re stuck between a rock and a hard place’, as one

interviewee put it (I13). Several stakeholders argued that a sensible regulatory approach

30 An important piece of legislation in this context is the Anti-Infiltration Act (ROC 2022).
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should focus less on content and more explicitly on behaviours and the actors involved, 3! spe-
cifically when it came to establishing ill intent or foreign financial support (I15). As one ana-
lyst put it (I12), “if you want to spread some pro-China or pro-Russian content, that’s alright,
but if you're using an army of inauthentic social media accounts to help you do so, then we’ll

step in and try to respond’.

Those who supported stronger government action on cyber-issues like hate-speech, bullying,
and online manipulation were generally disheartened by the inability of Taiwanese politi-
cians to arrive at a balanced bipartisan approach. One interviewee (I13) described the attempt
by the National Communications Commission (NCC) to create a regulatory framework mod-
elled on the EU’s Digital Services Act, 32 which would have covered malicious information
and pornography. That bill fell through in 2022 because, as the interviewee described it, the
KMT accused the DPP of using it to enforce “internet martial law’. Another interviewee re-
counted how the draft bill generated such an outcry from civil society and opposition politi-
cians about the dangers of censorship that the government effectively ‘gave up legislating the
communication environment’ entirely (I01). One legal expert voiced regret over this outcome,
arguing that the NCC had been “too scared to face the critics” (I15). Overall, there was again a
sense that Taiwan’s polarised political environment, and the hyperbolic rhetoric it engen-
dered, had gotten in the way of debating sensible legislation. The interviewees voiced little
confidence that the legislative deadlock could be resolved, especially not when matters

touched on free speech (I01) or when they affected Taiwan’s influential tech industry (I11).

Despite such criticisms, several interviewees argued that Taiwanese regulators had
proven adept at finding pragmatic solutions to CIF challenges. They noted, for instance, that
ROC officials often relied on informal contacts or closed-door negotiations with large multi-
national cooperations such as Meta or Line to establish a public-private consensus on how to
tackle CIF (I05, 111, I13). Also, while there was a sense that Taiwan’s regulatory approach was
insufficient, the existing regulations were seen as at least a small step in a potentially fruit-
ful direction. For instance, as one regulator argued (I13), the anti-fraud act opened the door

for future fine-tuning, as itassured that platform providers had to designate a legal

31 The idea that approaches should distinguish between actors, behaviours, and content lies at the heart of the ‘Disinfor-
mation ABC’ formulated by Frangois (2019).

32 The full Digital Service Act and Digital Market Act is available as EU (2022). The ROC’s Al Basic Law, passed in De-
cember 2025 (see Taipei Taimes 2025), seems to have taken inspiration from European legislation, specifically the risk-
based framework that informs the EU’s Al Act (2024).
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representative responsible for fraud-cases in Taiwan. The interviewee believed that this pro-
vision could potentially be used to hold platforms accountable for online disinformation as

well.

2.1.2. Government communication and transparency

In addition to the broader policy landscape that the government leverages to intervene in ma-
licious information practices, government agencies in Taiwan also implement a proactive
communication approach that directly addresses rumours and false information. As one reg-

ulator outlined (I13), each ministry was responsible for addressing false information within
its area of jurisdiction, and each had its own “clarification mechanisms’ (Z:&RIHLH) to allow

a rapid response to CIF, especially in crisis situations. This included press briefings and
spokespersons at all levels of administration, as well as extensive training in communication
methods for public-facing staff. In the ministries that dealt for instance with economic affairs,
agriculture, and health and welfare, this approach had led to substantial experience over time,
as these organisations were ‘bombarded by disinformation on a daily basis” and had conse-
quently been forced to ‘become increasingly adept at understanding how to combat false in-

formation’.

Government agencies are required to respond to problematic online discourses within 24
hours, and interviewees pointed out that this rapid response had indeed proven effective, for
instance during the pandemic (I13) or environmental disasters (106). The ministries acceler-
ated their response rate by having templates at their disposal on how to counter false infor-
mation; this included using memes and self-deprecating humour as vehicles to de-esca-
late polarised debates and inspire laughter rather than anger or fear. 33 In August 2025, the

government vowed to further refine this approach by making its responses even more acces-
sibleto a broad public. Itsso-called ‘222 policy’ (222 ;% Bl ) stipulates that depart-

ments should address misinformation in no more than 200 characters, using no more than 2

images, and with no more than 2 minutes of video footage (Yeh 2025a). 34

33 I have discussed this approach in an earlier report (Schneider 2019). The ‘humour over rumour’ idea was established by
Audrey Tang (see e.g. Lee & Blanchard 2022) and is also discussed by Thornton (2025).
34 This policy builds on an earlier 222 principle’ that prompted government officials to debunk false information using no

more than 20 characters in the title, no more than 200 characters in the main text, and no more than 2 images as illustration
(see Kuo 2021, 8).
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Finally, government communication can only be effective if the source of information is con-
sidered trustworthy, and a crucial path for assuring and safeguarding such trust was “trans-
parency, transparency, transparency’ (I16). As one regulator put it (I13): “If we want to combat
fake news, government transparency and information provision are also extremely im-
portant. Very important.” To this end, interviewees stressed that the task of debunking fraud-
ulent information should not be left to the government. To be trustworthy, it had to involve
independent third parties in civil society, and the public itself. As one interviewee put it, a
fact-checking organisation “has to be a third party, it has to be neutral” (106). This was the ethos
that informed much of the work in Taiwan’s lively ecosystem of think tanks and civic organ-

isations (see Info Box 5 on page 18).

2.2.Socio-Technological Efforts:

When I spoke to civil society actors about their work, they described what amounted to a “so-
cio-technological” approach, as academics would put it: strategies that combine technologi-
cal systems and human interactions. 3 This included a range of high-tech, low-tech, and no-
tech solutions. Analysts and fact-checkers in particular relied on digital technologies as they
searched, catalogued, and analysed CIF. Those who were involved in outreach used a combi-
nation of digital networks and face-to-face interactions to engage their audiences, especially
in the crucial sector of digital media and Al literacy, where interpersonal connections were

seen as key.

2.2.1. Tech-empowered fact-checking and analytics

Much of the civil society effort to address CIF was pragmatically built on top of existing ser-
vices and infrastructures. A highly visible example is the way that non-governmental organi-
sations (NGOs) like Cofacts, MyGoPen, and the Taiwan FactCheck Center have integrated
their crowd sourcing approach into social media platforms, most notably the Japan-based
messaging app LINE. The popularity of the app in Taiwan, and its ability to foster communi-

cation within small social networks, was a major concern to these organisations, with one fact-

35 The study of socio-technological interactions lies at the heart of Science and Technology Studies (STS), a field too broad
to cite here in full. Useful introductions to the field come from Sismondo (2010), Felt (2017), and Kleinman & Moore
(2014). But arguably one of the most accessible and thought-provoking entry-points is the seminal article by Kranzberg
(1995). In the Taiwanese context, Thornton (2025) has taken an STS approach to analyse how Taiwan’s whole-of-society
response to disinformation makes use of socio-technical systems, specifically open-source governance and algorithmic me-
chanics.
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checker seeing it as ‘the frontline, on LINE" (I08). While the NGOs are also highly active
on Meta platforms, specifically Facebook and Threads, they each maintain dedicated apps
that interface with LINE (I01, 102, 103, 108, I10): ‘These are systems built to reach people
who are in need of different opinions’, explained one fact-checker (103). Cofacts, for instance,
has continuously refined its system to effectively index information, improve searchability,
and add a chatbot for easy user interaction. % Similarly, MyGoPen runs a chatbot that enables
its ca. 500,000 LINE users to forward suspected false information (text, image, or video) and to

receive clarification on its legitimacy.

The hope is that such systems will sensi-
Resilience requires augmenting tize users to the relevance of fact-check-
tech-empowered fact-checking ing, and that they will help users reach

out even as they encounter suspicious

with interpersonal solutions to _ _ _
CIF in other contexts, e.g. while using

foster critical thinking and build Google (I03). In fact, despite anxieties

public trust. over information overload in Taiwan’'s

media environment, some of my inter-

viewees were cautiously optimistic that the past decade of civil-society efforts had started to

bear fruit: ‘So now if we receive disinformation we won't just buy it. We will for example

Google it, try to identify the authenticity of the information. I think many people will do that
when they think the information may not be true’ (105).

Yet, to arrive at such a baseline understanding was delicate work. It meant being mindful of
polarising topics, which was onereason why the fact-checkers I spoke to generally
avoided attributing actors and motivations to the misinformation they debunked. Many were
keenly aware that criticizing e.g. pro-Chinese messaging required a great deal of nuance, care,
and tact. As one factchecker put it, ‘it’s not like all pro-Chinese content is Chinese propaganda
- it’s not like that. That’s not what [we want] to tell people’ (102). This meant focusing on the
kind of content that users interact with in their daily lives."We do have a lot of requests around
spam, or around investment and policy and social welfare issues, because people really rely
on those policies (...) to maintain their daily lives’, the interviewee (I102) went on. By not get-

ting sidetracked with questions about who was behind specific statements, the fact-checkers

36 For further discussion of Cofacts, see Thornton (2025, 19-20), who also explicitly discusses the value of normalising fact-

checking efforts through such services.
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avoided the pitfalls of protracted partisan debates. ‘It's so important to reach out to different
kinds of people who don’t share a similar belief with you,” they explained. Instead, they aimed
to “take baby steps, but useful steps’ that empowered users and educated volunteer collabo-

rators (ibid.):

We teach them a framework to differentiate factual statements from per-
sonal opinions. That way, our collaborators can work out which parts are
factual and also which are emotional, so those personal interpretations
that go beyond the factual statements. It’s very beneficial when we try to
compose a counter narrative or try to compose a fact checking reply. So
that is the thing that really works.

At the time of writing, LLMs already played a role in this process. Chatbots such as the one
deployed by Cofacts are built on Al, and fact-checkers also used Al services such as Perplexity,
ChatGPT, or Hive Moderation to assist them in tracing and verifying specific infor-
mation, to speed up the detection of fake footage, and to geolocate specific images
(I04). While some noted that Al detection tools were not yet sufficiently accurate (I10), many
felt that they at least augmented their established analytical toolbox. ‘It’s like an assis-

tant’, said one fact-checker (I08), “it’s really helpful’.

Especially in their communications, fact-checkers had started to use generative Al. One exam-
ple of this is how Al-generated transcripts allow fact-checking collaborators to compare con-
tents, more easily find previous cases, and potentially reuse effective responses to misleading
contents. One fact-checker envisioned a future stepin which LLMs would give writing
prompts, speed up the writing process, assist with language editing, and provide directions
or ideas on how to phrase an effective response to misleading information: ‘So actually, what
I try to do now, and in the future, is to use large language model, those services, to lower the
entry barrier for fact-checking collaborators to create quality, useful fact-checking points’

(102).

2.2.2. Collaboration and outreach: the relevance of meaningful connection

As important as ICT-empowered analysis and outreach were, it was also clear that none of
the interviewees felt it was sufficient. "'We cannot just do autopsies’, explained one analyst
(I12), “we cannot just spray and pray’. They went on to stress that “‘we will need to work out

how to still make connections happen, how to reconnect again’.
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This theme, in fact, came up time and time again: a robust effort to tackle CIF required mean-
ingful personal interactions. Such interactions were already a feature within the fact-checking
community itself, with the various organisations frequently coordinating their efforts and of-
fering each other assistance and advice. 37 These personal networks also extended internation-
ally, with analysts collaborating in the region and beyond to compare notes about transna-
tional information campaigns, creating a community of support and care. “We know that this
information, it will go from language to language, from country to country’, explained one
fact-checker (I10). ‘It may originally be English, but then it'll come to Taiwan, and someone
will translate it to Chinese... so we have specialists, a network of (..) fact-checkers, and we all

work together to fight this.”

But the challenge, as many described it, was to also foster personal interactions across society
to improve Taiwan’s resilience against malicious CIF. This was particularly crucial in attempts
to improve media literacy, an issue that many agreed was a priority. One regulator (I13) was
explicit about this: ‘I personally believe that if we really want to find an effective method to
counter fake news, this is the only way to do it. Other methods may not be effective. That is,
you need to improve everyone’s media literacy’, they argued. “We need to continuously pro-
mote the curriculum through school education, social education, and government depart-
ments.” The fact-checkers I spoke to voiced a similar sentiment, e.g.: “We cannot debunk every
single piece of information, so we think that media literacy is more important than debunk-
ing. So we teach people how to use, like, Google images, or how to distinguish a fake account’

(108).

An interpersonal touch was again essential, in such contexts. ‘It is very important that we talk
to people face to face’, explained one advocate (I114). Indeed, organisations like the Tai-
wan FactCheck Center and MyGoPen made a point of interacting with local communities “in
real life’, while organisations like FactLink and Fake News Cleaners have made it their core
responsibility to bring digital and Al literacy to brick-and-mortar locations around Taiwan.
Fake News Cleaners, for instance, organizes extensive activities including street fairs, public
lectures, volunteer training, and educational programmes in community colleges, schools,
universities, churches, and temples. The volunteer network tailors its approach to different

demographics by focusing on topics the audience cares about, like health and finances for the

37 In fact, I found it challenging to keep my interviews anonymous, as my interlocutors often knew each other and were in
frequent contact.
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elderly, pop culture for teenagers, or videogames for university students. These real-
world contexts enable participants to acquirepractical skills, such as how to use their
smartphones more effectively, how to understand social media posts in theircontext, how to
use tools like Google Maps, and how to identify and remove malicious apps from their de-

vices.

Accessibility stood front and centre, in this approach. As much as the media-literacy advo-
cates I spoke to appreciated the government’s efforts to provide resources and include digital
literacy in school curricula, 38 they were not necessarily convinced that these official materials
were sufficiently effective. “The government, they give you these things, but they are mostly
from professors - no offence - from professors, or journalists. So they’re not very user friendly’
(I14). Instead, a practical, playful approach that involved people from all walks of life was
much better suited for reaching a broad audience, though it did indeed require a great deal of

time and effort. “The work we do is difficult. Very very difficult. But it works.’

38 One critic of the DPP administration was far more vocal in their criticism, especially when it came to educational pro-
grammes staying ahead of technological developments (116): ‘Now we have to do Al literacy. And do you see our govern-
ment doing anything? No, nothing. Nothing! I’'m sorry if 'm a bit emotional. I’'m really frustrated. I'm really worried’.
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3. Conclusion: Extinguishing Digital Wildfires

Taiwan is illustrative of the problems many networked societies face today, and specifically
of the risks that unverified or false information create in open societies. Taiwan has been a
hotbed of what I have called CIF: contested information flows. This report has outlined the
concerns voiced by Taiwanese stakeholders in policymaking, government, academia, and
civil society regarding such information, especially when advances in machine learning are
threatening to supercharge the efforts of malicious actors to use CIF to undermine social co-
hesion and liberal democratic values. The interviewees described how attempts to counteract
negative effects of CIF were frequently hamstrung by polarisation and the inability of political
elites to work across partisan lines. They also described the uphill struggle against corporate
social media and the highly emotive attention economy it created. Citizens were often insuf-
ficiently trained in using digital media safely, so several of the interviewees argued. Infor-
mation overload, widespread distrust of opposing ideological factions, and worsening socio-
economic conditions made many vulnerable to exploitative online behaviours.

However, despite the very real wor-

Desplie substantial Cha"enges' ries about CIF, the way Taiwan’s liberal

Taiwan’s whole-of-society democratic society has been addressing

resilience provides critical the issue also inspires hope. ‘Taiwanese

lessons for managing contested people receive disinformation every day.

We have many fraud cases. It’s kind of be-
information flows in open , o 1
come part of Taiwanese people’s daily
societies, the most important of  lives. To be honest, it'sa kind of train-

which is to stay calm and carry ing’, explained one interviewee (I05). An-
other offered a similar assessment: ‘our

on. defences and situational awareness are
getting better. So it’s a little bit conflicting, in Taiwan’s society right now” (106). My impression,
both from the interviews I conducted and half a year of fieldwork, was that Taiwanese society
had generally built a great deal of resilience against the risks created by CIF, despite the argu-
ably still substantial challenges that remain. There is much to learn from Taiwan’s attempts

to establish a “whole-of-society” approach (Thornton 2025). The following four lessons are

particularly worth highlighting;:

49



Lesson 1: Inequality breeds discontent.

At the risk of stressing the obvious: CIF, and the malicious manipulations of liberal infor-
mation environments they enable, thrive on dissatisfaction. While it is important to moni-
tor that environment and to intervene in it where necessary, the most effective way to extin-
guish digital wildfires is to remove the kindling. The slow and difficult tasks of assuring fair-
ness and equity, and alleviating social woes, must be a priority. Disinformation issues cannot
be resolved in isolation: they must be flanked by serious approaches to tackling socio-eco-

nomic problems and safeguarding human dignity.

Lesson 2: A robust legal framework is essential, but overreach is a risk.

Where actors deliberately spread hate or manipulate and bully others, they are causing harm,
and their actions need to have legal consequences. The vehicles for such actions deserve par-
ticular legal scrutiny: it cannot be that the platforms that provide crucial communication in-
frastructure are run by for-profit corporations with little to no oversight and accountability.
The same goes for actors in the Al sector: as such services become part of everyday processes,
they need to be governed much like other infrastructures such as energy or transport. Regu-
lating the behaviours of multi-national corporations at the national level is challenging or
even impossible, certainly for small states, but actors in Taiwan frequently pointed to the EU’s
legislative framework as a pragmatic and effective way to address digital governance. At the
same time, the concern that any given ruling party might abuse the legal framework to enforce
censorship and political prosecution was engrained in much of the discussion, and it was clear
that government actions needed to be 1) transparent, 2) subject to oversight, 3) flanked, aug-

mented, or even replaced by independent efforts to counter CIE.

Lesson 3: Support civil society.

A lively, independent network of actors in media and civil society is ideally suited to play the
roles of watchdogs, fake-news debunkers, and educators. These actors deserve appropriate
public recognition and support, and especially funding. Donations, private grants, and for-
eign aid are all avenues of financial support, but they create vulnerabilities for non-profit or-
ganisations. A recent example has been the shift in political attitudes in the US, and
how Trumpist politics have on the one hand gutted US foreign aid and on the other pressured
private companies like Meta to discontinue their structures for funding and support. Ways

forward are to shore up international financial support for aid programmes, but also to
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strengthen domestic funding. Much like public news media benefit from being independ-
ent, state-funded structures with institutions such as independent oversight boards, the ana-
lytical, fact-checking, and literacy realm would benefit from similar arrangements. In short:

pay your journalists, pay your fact-checkers, pay your educators.

Lesson 4: Use tech, but not at the expense of interpersonal solutions.

All aspects of dealing with CIF can benefit from advances in ICT, including Al Transnational
efforts to share best-practices and maintain support networks are a cornerstone of assuring
the equitable and effective use of such tech. At the same time, tech solutions never exist in
isolation, they are part of a wider social fabric. As helpful as they can be within that fabric, the
most crucial way to maintain the fabric itself is interpersonal communication in real life. Face-
to-face efforts with communities, in brick-and-mortar town halls, are just as important as in-
person outreach, small-scale workshops, and playful educational initiatives. This is hard and
slow work that can take years or decades to bear fruit, but it is essential in order to trans-
fer skills and to familiarize people with digital risks, and - most importantly -to
build the foundation of trust, empathy, and understanding that is necessary to counter the
pernicious effects of CIF. Ultimately, as one interviewee put it, efforts to make our infor-
mation environments more reliable should start from the simple baseline that ‘nobody wants

to be lied to” (I01).

Lesson 5: Stay calm and carry on.

While it can seem like liberal democratic societies are under siege from hostile forces, and the
risks posed by manipulation and interference are certainly real, it is also important not to in-
advertently give power to malicious actors. Finger-pointing can alienate citi-
zens and cause them to shut themselves in, making them more rather than less vulnerable to
manipulation. Hyperbole and panic further undercut our capacity to reason for ourselves and
with each other, ultimately benefitting potential abusers. It would be wise to move away from
the language of ‘warfare’ that attackers often use themselves. Talk of ‘battlefields” and “front-
lines” dial up the temperature of debate rather than reducing it. A counter-intuitive task must
then be to place debate on a pragmatic footing, confront anxieties with levity and humour,
counter CIF by focusing on the low-hanging fruit rather than the wedge issues, and, ultimately,

to stay calm and carry on.
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